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PROJECT OVERVIEW 
Overall objective 
To increase the agency and efficiency of Venezuelan migrants and refugees in accessing the 
benefits offered by the VenEsperanza consortium, through the implementation of a self-referral 
system which harnesses innovative technologies to facilitate the process of collecting information 
from possible beneficiaries.

Initial reach 
The goal of the pilot was to reach 2,500 candidates located in the specific geographical zone of 
Villa del Rosario, in Norte de Santander, as part of a VenEsperanza initiative to seek out alternative 
technology to connect beneficiaries to the humanitarian assistance available to them.
In order to reach potential beneficiaries, a digital campaign was conducted through Facebook, 
which invited the target population to complete a questionnaire containing basic questions for 
determining their degree of vulnerability, and verifying their identity and personal information, 
amongst other information1.

A key part of the process was having the ability to measure statistics on duplicate registrations, 
questionnaire entries and types of connections, as well as monitoring registrations. Complete 
registration lists of potential candidates were received on a weekly basis, so that World Vision’s 
(WV) monitoring teams could implement a survey assessing levels of vulnerability, and then 
determine whether or not they were eligible to receive humanitarian assistance from the 
VenEsperanza program. The data was stored on WV servers under restricted access and high 
security.

The Office for Humanitarian Assistance (USAID-BHA) requested that iMMAP and VenEsperanza 
form an alliance in order to conduct the pilot. International World Vision, as a consortium partner, 
rose to the challenge by deploying its field team and technology to facilitate this new method of 
registering potential beneficiaries.

The pilot underwent extensive monitoring, enhancements and revisions, which were conducted 
during timetabled meetings (weekly or bi-monthly) between World Vision, iMMAP and 
VenEsperanza. Also, as part of these meetings an analysis was conducted of the substantial 
outcomes and feedback gleaned throughout the pilot.

The municipality of Villa del Rosario, Norte de Santander, was chosen as it borders Venezuela, and 
as such represents one of the busiest transiting points of highly vulnerable Venezuelan migrants 
and returning Colombians making their way to Colombia, or other destinations such as Ecuador and 
Peru. Broadly speaking the transiting population, and those remaining in this municipality, fit the 
profile for being eligible for the program’s benefits. 

1. See: https://docs.google.com/document/d/1aj1cSSMTCZvEcjj-1Q5nyF9WPQ69Onc3/edit1. 

https://docs.google.com/document/d/1aj1cSSMTCZvEcjj-1Q5nyF9WPQ69Onc3/edit
https://docs.google.com/document/d/1aj1cSSMTCZvEcjj-1Q5nyF9WPQ69Onc3/edit�. 
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BACKGROUND
The VenEsperanza consortium was founded in 2019, with the aim of assisting vulnerable 
Venezuelan migrants and refugees, as well as Colombian returnees with multipurpose cash 
transfers. The partners of the consortium include: International Rescue Committee (IRC), Mercy 
Corps, Save the Children and World Vision (WV). USAID’s Bureau of Humanitarian Assistance (BHA) 
is the donor for these activities.

Since 2020, VenEsperanza has begun the task of directly capturing information about possible 
beneficiaries from Venezuela, through field surveys of potential participants.

However, since March, the COVID-19 pandemic has significantly inhibited personal contact with 
potential beneficiaries of the program. This has led to activities which are typically carried out in 
person, being conducted through telephone calls. Therefore, in partnership with iMMAP, alternative 
ways of collecting information and implementation were sought in order to reduce the risk of 
infection to both personnel and potential beneficiaries. 
 
The VenEsperanza consortium lacked a direct mechanism for registering potential participants, 
which could facilitate contact between potential beneficiaries and its personnel. The direct lines 
of assistance and feedback2 for the participants were not aimed at registering beneficiaries, 
which may have led to a situation whereby vulnerable individuals are unable to register to a partner 
organization or make contact with personnel regarding the selection process.

As such, a solution was put forward for facilitating direct contact with possible program 
participants, which was underpinned by technology which eliminates the need for in-person 
registration and ensures existing systems and direct lines are not overwhelmed.

Therefore, iMMAP proposed a pilot which would harness efficient and effective technologies to 
support the process of obtaining the contact information of possible candidates. This entailed 
the utilization of advertising technologies through Facebook ads, with the aim of reaching those 
Venezuelan families in Villa del Rosario, Norte de Santander, Colombia, who may fit the candidate 
profile of the program. Afterwards, their identities are verified in only a few minutes, through the 
completion of a questionnaire linked to an identity verification API (WV and iMMAP agreement 
2020).

In November 2020 VenEsperanza implemented the pilot, which comprised a comprehensive 
methodology in which the beneficiaries had to fill out a questionnaire linked to the Facebook ads. 
The documents of the beneficiaries were evaluated using an artificial intelligence platform, in 
order to determine whether or not the documents were real (see annexes).

Alongside the aforementioned exercise (USAID-BHA), a lessons learned document was drafted 
regarding the capture of beneficiary information. The profile of beneficiaries entails Venezuelan 
migrants in conditions of high vulnerability, who are in all likelihood moving around or live 
precariously in Villa del Rosario. Also, guidelines were formulated regarding connectivity, 
regulation for government sectors, service providers and the relationship between the consortium 
and other bodies.
2. In 2020, two alternative forms of assistance and feedback were proposed, one entailed in-person outreach with refugee groups, whilst the other 
consisted of telephone calls with the population interested in the programs.
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The process comprises 4 steps:

1. Using Facebook’s advertising tool, the campaign was aimed at the target audience by 
harnessing the ad segmentation options.

2. Those users who fall under the specific audience segments will have the possibility of seeing 
the project’s ad when signing into Facebook.

3. Upon seeing and clicking on the ad, the user is redirected to a link containing the pre-
registration questionnaire, which seeks to ascertain the following information: personal 
details, geographical location and details on household members. Users can also complete a 
biometric identity verification; however, this is optional. The user must upload or take a photo 
of their identification document, as well as a selfie.

4. The next step entails iMMAP developing an analysis dashboard displaying the progress of the 
campaign, using the database containing the data collected from the questionnaires. World 
Vision verifies this information on potential candidates for the program on a weekly basis.

Monitoring and evaluation: defining the server and database language

With the support and joint work of iMMAP’s technical team, World Vision Colombia’s Technology 
Team (TI) and their Monitoring, Evaluation, Accountability and Learning (MEAL) specialists, 
both the server and the database language were defined. The aim was to meet the fundamental 
requirements of both organizations in terms of licencing and participant information security 
policy.

Connectivity in Villa del Rosario

According to Migration Colombia, in the metropolitan area of Cúcuta, Villa del Rosario and Los 
Patios, there are on average 139,650 people from the neighbouring country of Venezuela, which 
coincides with the data collected by the Integrated Household Survey for 2020, which stated 
133,386 Venezuelans residing in the area. The survey profiled Venezuelan households in terms of 
their household situation, the data of which underpins the analysis conducted in this report.

The results indicated that 70.8% of the Venezuelan population in the metropolitan areas of Cúcuta 
lack access to the internet, and when compared with other metropolitan areas of the country, it is 
only beaten by Cartagena at 81.9%. The survey conducted by the University of Rosario in La Parada 
sector in the border zone with Venezuelan identified that the Venezuelan population without 
internet access was 69% (University of Rosario, 2020).

This means that the ability of the Venezuelan population to connect to families in a neighbouring 
country or even within Colombia, is significantly reduced and dependent upon third parties, who 
either offer or sell this service.

https://docs.google.com/document/d/1aj1cSSMTCZvEcjj-1Q5nyF9WPQ69Onc3/edit
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Venezuelan population percentage without internet according to metropilitan area 2020 

Source: GEIH, data January through December 2020 

Venezuelan population percentage without internet according to metropilitan area 2019

Source: GEIH, data January through December 2019 

http://microdatos.dane.gov.co/index.php/catalog/659/get_microdata
http://microdatos.dane.gov.co/index.php/catalog/659/get_microdata
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When comparing the data to 2019, a slight improvement in access can be seen in the metropolitan 
area of Cúcuta, entailing 7 percentage points. Nevertheless, for two years it has been the second 
worst area for internet access for the migrant population.

According to an analysis based on sex, 72.7% of the men lacked internet access, which is slightly 
above that of women at 69%

Venezuelan population without internet according to sex in cúcuta

Source: GEIH, using data through December 2020

This analysis can be further refined by filtering only the Venezuelan population which arrived 
during the twelve-month period 2019-2020. The results from this show that 82.4% of the men 
lacked internet access whilst 76.6% of women did not have access to this service. The same thing 
occurred in the case of the Colombian population that returned to the country from Venezuela 
during 2020. Given the correlation between both the recently arrived Venezuelan and Colombian 
populations in terms of a lack of internet access, it may be the case that they reside in dwellings or 
places which are in particularly precarious conditions, and therefore their ability to access internet 
services is severely hindered in comparison to other groups which have spent more time living in 
the zone.

Venezuelans with 1 year or less in the area of cúcuta without internet 

Source: GEIH, using data through December 2020

This indicates that in Villa del Rosario, internet access is very limited, especially given the lack of 
open WiFi points and internet cafes found in the area. As such, it is highly likely that the Venezuelan 
population is seeking help from third parties in order to gain internet access. These would typically 
entail personal acquaintances or families. 

http://microdatos.dane.gov.co/index.php/catalog/659/get_microdata
http://microdatos.dane.gov.co/index.php/catalog/659/get_microdata
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When analysing other forms of connectivity, the distribution shifts for those Venezuelans who 
arrived less than one year ago, in which 10.3% of the Venezuelan population lack access to a mobile 
phone.

Venezuelans 1 year or less in the area of cúcuta without cellphone access by sex

Source: GEIH, using data through December 2020

This means that as there is no internet access in the dwellings where Venezuelans are residing, 
connectivity in strategic public places through mobile phones is of vital importance. This would 
help bolster access for the target population, not only for them to maintain family ties, but also so 
they are able take advantage of the help programs on offer.

http://microdatos.dane.gov.co/index.php/catalog/659/get_microdata
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FINAL OUTCOMES OF THE 
FACEBOOK PILOT 

The test pilot with Facebook commenced on November 13, 2020 and ended on February 19, 2020, 
meaning that it lasted 3 months and 8 days. During this time period the program received 13,803 
registrations by household heads, of which 6,013 were located in the municipality of Villa del 
Rosario, Norte de Santander. The rest of the registrations were stored under the data processing 
policies in the Consortium’s databases, and will be used as potential candidates in other campaigns 
conducted by the consortium encompassing beneficiaries from other regions of the country.

There were three key milestones during the application of the questionnaire: 

From December 1, 2020, the IP address restriction was lifted, enabling various families to use the 
same internet access point, be it either public or private3. With the lifting of this restriction the 
number of registrations significantly increased, as will be seen further on in the analysis.

As of January 8, 2021, it was decided that the questionnaire should be reduced from 8 to 4 
questions, as only 75% had managed to fully complete it. This led to a considerable increase in the 
number of registrations, which was seen by an average daily rise.

Finally, from February 1, 2021, the ad was no longer restricted to the municipality of Villa del 
Rosario, as Facebook policies do not permit spatial restrictions for any single location being in 
place for very long. Therefore, after this date all total daily registrations were filtered, whereby only 
those registrations from Villa del Rosario were promoted to the next phase of the process.

Outcomes of registration duplications 
During the period from November 13, 2020 through February 20, 2021 there were 4,387 unique 
registrations by a household or household head, and 1,716 duplicated registrations, out of a total of 
6,106. Based on this data, it can be inferred that in terms of the pilot, the initial goal of reaching a 
total of 2500 potential beneficiaries with certain profiles was reached almost twice-over.

A duplicate registration is when an individual appears twice in the database. VenEsperanza seeks 
to ensure that the assistance reaches each individual only once, therefore they carried out a 
duplication prevention process which consisted of creating a unique code for each individual. This 
unique code was made up the forename, surname, date of birth and sex of the beneficiary (see 
diagram). It is important to note that the system was designed so that accents are removed from 
forenames and surnames in the unique code. This was intended to bolster trust in the unique code 
and to ensure the reliability of the duplication verification process. The unique code is checked (for 
new individuals) against all other registrations stored in the database in order to avoid duplication. 
If one of the unique codes appears twice in the database, it is considered to be a duplication, and 
therefore one of the codes is then tagged, effectively removing it from the process of the program.

3. An IP address is a numerical label assigned for identifying a particular device which is connected to a network (computer, laptop, smartphone etc.). 
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Source:  iMMAP, methodological Facebook data, November 13, 2020 to February 20, 2021

Duplicated Non-duplicated Total

1716          4387 6103

Source:  iMMAP, methodological Facebook data, November 13, 2020 to February 20, 2021

During the months of December 2020 and January 2021 the percentage of duplications was 
40%, however this fell during the month of February 2021, bringing about an overall average of 
28.1% for that month. As such, there was an evident growth in the percentage of non-duplicated 
registrations in February, from 60% to 71.9%. This could be related to the increase in registrations 
due to the aforementioned program changes, but it could also be related to better understanding 
of the guidelines and the information amongst the migrant and Colombian population due to the 
ongoing progress of the pilot. Greater knowledge of the guidelines may have helped the beneficiary 
population in the final month to complete the questionnaire with less mistakes. 
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Percentage of duplications by Household Head

Source: iMMAP, methodological Facebook data November 13, 2020 through February 20, 2021

In terms of the profiles of the household heads analysed, 71.5% of the registrations were completed 
by women and 28.5% by men. In terms of age, 58.8% of the registrations came from those between 
25 and 44 years old, and 23.8% from those between 45 and 69 years old. This means that middle 
aged women comprise the most typical demographic group of those most likely to register. 60% 
of the registrations comprised women either 25 or above, and 12.7% of the registrations came 
from women 50 years old or above. There were only issues with 1.5% of the registrations, entailing 
incorrect ages or date of birth input errors.

Source: iMMAP, Facebook methodological data through February 20, 2021
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In terms of nationality, 61.9% of the registrations came from Colombians, 37.9% were from 
Venezuelans representing 2315 registrations, and 0.2% had a different origin or nationality.

Percentage of registrations by nationality

Source: iMMAP, methodological Facebook data through February 20, 2021

Type Colombian Venezuela Other Total

Non-duplicated 2752 (62.7%) 1627 (37.1%) 8 (0.18%) 100%

Duplicated 1025 (59.7%) 688(40.1%) 3 (0.17%) 100%

Source: iMMAP, methodological Facebook data through February 20, 2021

The total percentage of non-duplicated registrations was 37.1%, representing 1627 registrations 
from Venezuelans, whilst 62.7% of the non-duplicated registrations were from Colombians.

Percentage of registrations by nationality 

Source: iMMAP, methodological Facebook data through January 8, 2021

Colombian Venezuelan
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Percentage ending before January 8, 2021

Source: iMMAP, methodological Facebook data through January 8, 2021

Percentage of registrations by steps reached after January 8, 2021

Source: iMMAP, methodological Facebook data through January 8, 2021

Registration approval
The system for approving registrations according to profile type entailed a scoring system which 
was created to ascertain and filter possible beneficiaries for the consortium. Those who received a 
score equal to or above 9 received approval. This methodology was implemented before the ques-
tionnaire was reduced to only 4 questions, with 23.6% of the registrations achieving the necessary 
score. This methodology managed to automatically filter the original database, leaving only those 
beneficiaries who fitted the desired profile of the campaign.
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Approved Not approved

 620 (23.6%)        2010 (76.4%)

Source: iMMAP, methodological Facebook data November, 2020 through January 8, 2021

Percentage of approved registrations vs. not approved

Source: iMMAP, methodological Facebook data November 13, 2020 through January 8, 2021

After reducing the length of the questionnaire, it was decided that the selection points for filtering 
should be removed, meaning the final choice from that point onwards was taken by the consortium.

Registrations according to nationality
An analysis according to age indicates that 37.9% (2,315) of the registrations came from Venezuelans and 
61.8% were from Colombians, most likely the returnee population. This percentage remained stable within a 
range of around 38% during the 3 months, which may indicate that, in a measurement where both the Colom-
bian and Venezuelan population are included, the proportion of successful registrations of the population will 
be similar to that percentage.

Colombian Other Venezuelan

 3777       11 2315

Source: iMMAP, methodological Facebook data until February 20, 2021

Time series analysis
This analysis provides insight into the behaviour seen in the time series, showing that the average 
daily registrations during the whole analysis was 77.6. After January 8, when the questionnaire was 
shortened, the number of daily registrations rose to 123.7, representing a rise of 46.1 registrations 
per day. The number of registrations soars to a daily average of 213.8 after February 1, 2021, once 



PROVIDING AGENCY TO MIGRANTS

16 // 49

the ad’s audience was broadened to anyone within the national territory of Colombia. This is even 
the case when applying the filter for only the population which completed the questionnaire in Villa 
del Rosario.

Average daily registrations 

64.9
Average daily registrations after January 8, 2021: 

107.7
This increase in the average daily registrations may be related to the lifting of IP restrictions, the 
shortening of the questionnaire and clearer information on filling out the questionnaire for the 
potential beneficiaries.

Total of registrations 

Source: iMMAP, methodological Facebook data November 13, 2020 through February 20, 2021

Overall, the time series indicates volatile registration behaviour, with spikes following changes 
in the restrictions; first being the lifting of the IP restriction, then the reduction in the number of 
questions in the questionnaire, and finally the lifting of the restriction on the ad which limited views 
to only individuals in Villa del Rosario, allowing it to be seen anywhere within the national territory.

A comparison of the behaviour of duplicated registrations with the accumulated number of 
registrations, shows that the rate of duplications remains stable around 40%. After the changes 
which came into effect on February 1, with the opening up of the ad and the subsequent higher 
number of registrations, this percentage dropped to 30%, which may indicate that the information 
improved and a possible levelling out of the campaign.
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Source: iMMAP, methodological Facebook data November 13, 2020 through February 20, 2021

When analysing the behaviour of the time series through the prism of days of the week, a 
pattern became evident wherein there are peaks during weekdays and drops at weekends, with 
the exception of the final weekend (from January 29 to 31) which witnessed a high number of 
registrations compared to the rest of the series. February saw significant growth during weekdays, 
reaching a peak on Fridays. This may denote that the ads were more rigorously applied during the 
week, meaning they had a greater impact on potential beneficiaries, or it may be an indication of the 
days of the week when the population had better internet access.

Source: iMMAP, methodological Facebook data, November 2020 through February 20, 2021



PROVIDING AGENCY TO MIGRANTS

18 // 49

Moreover, a comparison of the series with the number of IP registrations shows that there are 
weeks where the number of IPs drops relative to the total number of registrations, indicating 
higher use of some of the same IPs. According to the qualitative phone surveys conducted with the 
population through Facebook by WV’s team in Villa del Rosario, WiFi networks or mobile data was 
being shared by other migrants (a neighbour), whilst some potential beneficiaries were sent the 
link through social media or filled out the data on behalf of other potential beneficiaries. This may 
be linked to the use of free WiFi zones, or private WiFi made available to the migrant population, or 
even related to the days of the week, as most registered on weekdays.  

Source: iMMAP, methodological Facebook data November 2020 through February 20, 2021

The following graph shows a consistent behaviour of registrations made by the Venezuelan 
population, hovering at a percentage of around 38%. However, after February 1, 2021 this 
percentage falls slightly to an average of 37.6%, which may be due to a slight increase in the 
number of Colombians registering.
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Source: iMMAP, methodological Facebook data November 13, 2020 through February 20, 2021

Spatial analysis according to neighbourhood in Villa del 
Rosario
An analysis by neighbourhood in Villa del Rosario shows that the highest number of registrations 
came from the following places: El Páramo, La Parada and 20 de Julio. The places where the most 
registrations occurred from the fewest number of IPs was La Esperanza, followed by San Gregorio 
and La Vereda Galán.

Neighbourhood Map Illustrating the Highest Number of Registration in Villa del Rosario

Source: iMMAP, methodological Facebook data until February 20th 2021
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Neighbourhoods with the Highest Number of Registrations in Villa del Rosario

Neighbourhood Number of Registrations

El Paramo 420 (6.8%)

La Parada 399 (6.5%)

20 de Julio 340 (5.5%)

La Palmita 323 (5.2%)

La Esperanza 309 (5%)

Gran Colombia 309 (5%)

Antonio Nariño 302 (4.9%)

Total Registrations Villa del Rosario 6103

Source: iMMAP, methodological Facebook data November 13, 2020 through February 20, 2021
The neighbourhoods with the highest number of registrations using the same IP address were: La 
Esperanza, Montevideo, San Gregorio, las Veredas Galán and Juan Frio.

Number of most repeated survey codes per IP and per neighborhood

Source: iMMAP, methodological Facebook data November 13, 2020 through February 20, 2021

The map below illustrates the distribution of possible open WIFI access points and internet cafes 
in Villa del Rosario. As can be seen on the map, there are 4 internet cafes and 2 Vive Digital access 
points, in contrast to Cúcuta which has a much more substantial offering. As such, this may 
indicate that the registrations from repeated IP addresses came from private individuals who lend 
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out or sell connection services. A comparison with neighbourhoods where there is a higher number 
of registrations also indicates similar findings.

Source: iMMAP, Vive Digital and Google Maps data

Comparison with previous approaches
Prior to the current pilot, as previously explained, other data collection methods were applied which 
can be divided into two categories: in-person registration (using surveys on the ground) and remote 
registration (mainly through phone calls). These gleaned the following outcomes:
1. In-person registrations were implemented during the months of February and March, gleaning 

a total of 63 surveys, of which 95.24% were duplicated registrations, meaning 4.76% comprised 
eligible registrations.

2. Remote registrations which were implemented between May and October (6 months) totalled 
595, of which due to the application method had a duplication or error percentage of around 
18%, with eligibility reaching 89.92%.

3. In January and February 2021 in-person registrations recommenced, but were controlled 
with appropriate measures owing to the COVID-19 pandemic. Out of the results, 17.82% were 
duplicates, with those eligible reaching 88.3%

4. Using the Facebook Ad method, 1,716 duplicated registrations were collected over the course of 
3 months and 8 days, out of a total of 6,103 registrations for Villa del Rosario, giving a duplication 
percentage of 28.1%. The eligibility reached was 75.42%, which entailed 1,398 eligible 
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registrations with another 869 awaiting contact, out of a total of non-duplicated registrations in 
Villa del Rosario of 3,006. 

An analysis by age range indicates that out of those who were surveyed in person, 101 were under 
the age of 18 (47.1%), whilst in the case of the remote survey, 42.5% fell within this age bracket.

Age Range In person Remote

(0-17) 47.20% 42.54%

(18-24) 11.68% 9.72%

(25-44) 24.30% 30.13%

(45-69) 14.95% 15.25%

(70 y más) 1.87% 2.37%

Total 100% 100%

Source: VenEsperanza Consortium

Similarly, between all the methodologies the majority of those who responded to the surveys were 
women, making up 53.74% in the case of in person, 54.23% in the case of remote and comprising 
72.8% in the Facebook method.

Sex In person Remote

Women                 53,74%   54,23%

Men     46,26% 45,77%

Total  100% 100%

Source: VenEsperanza Consortium

An analysis according to nationality produced the following results: for in-person registrations the 
Venezuelan population comprised 62.42%, for remote registrations 18.82%, and in the case of the 
Facebook method 37.9%. As such, the findings indicate that the remote and Facebook methods had 
a greater Colombian population component.

Nationality In person Remote

Venezuelan 62,42% 18.82%

Colombian 32,63% 74,45%

Colombian-Venezuelan 4,95% 6,55%

Other 0,00% 0,17%

Total 100% 100%

Source: VenEsperanza Consortium
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Overall, the findings indicate that the use of remote surveys reduces the percentage of errors or 
duplication, and whilst the in-person surveys on the ground may take longer, they can capture 
the population with a higher degree of profiling. In the case of the Facebook methodology, it 
experienced a percentage of duplications similar to that of the in-person methodology, a higher 
number of potential beneficiaries in less time and a higher number of variables.

Database analysis 
The registrations which were obtained from the questionnaire underwent internal data process-
ing, which lasted around 2 weeks on average, from receiving the databases until entering the 
participants into the program.

Firstly, a new search phase of duplicated registrations was carried out. This process entailed 
the identification of the registrations which are duplicated at an internal level, specifically those 
participants which have registered more than once, at different points and at an external level 
(with databases of all the partners of VenEsperanza consortium, CUA consortium and active 
projects of World Vision). This was done by the MEAL team of WV at a national level, partially 
identifying potential beneficiaries which could advance in the eligibility process.

The campaign from November 13, 2020 through to the February 20, 2021 (the campaign end 
date), gleaned a final hoard of 13,803 surveys, of which 6,103 correspond to the municipality of 
Villa del Rosario. A total of 1,398 surveys were eligible, which corresponds to around 10% of the 
those registered on the database. See the following graphs.

Eligible registrations for the ve program

Source: World Vision, Analysis of qualifying registrations and rejections after the duplication process.

An analysis of non-qualifying registrations indicated that around 49% correspond to registrations 
which were made by Colombians. According to the program’s guidelines, the distribution 
of beneficiaries according to nationality is 70% for the Venezuelan and returnee Colombian 
population, and 30% for the Colombian host population. The ground operation already covered 
the percentage participation of the Colombia population in the program, and therefore these 
registrations could not be considered for enrolment. A total of 33% of the data received 
corresponded to participants registered in regions other than Villa del Rosario, Norte de Santander, 
as such, they were also not considered, and finally, 16% comprised registrations duplicated 
internally and externally.
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Source: World Vision, Analysis of non-qualifying registrations

The ground team planned activities according to these registrations and shared the information 
with the facilitators in order to start the program’s integration processes, which entails eligibility 
surveys, verification, etc.

Moreover, the regional MEAL team shared the status of the registrations sent to the national 
MEAL, where the actual eligibility of the participants registered through the questionnaire 
could be determined. Meaning, whether the participants exhibit a degree of vulnerability or 
not, according to the eligibility criteria set out by the program. As demonstrated, around 38% 
(524 households/1,869 individuals in total) of the actual registrations (1,398 surveys) fulfilled the 
criteria on vulnerability, which is why these registrations are now linked to the VE program and are 
considered beneficiaries.

Finally, 869 surveys are still in the contact process in order to proceed with the eligibility survey. 
See pie chart.

Source: World Vision, Analysis of registrations handled by WV after eligibility.
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iMMAP’s investment in the VenEsperanza project 
For analyzing the project’s cost, iMMAP’s expenses on the project were used as a point of reference 
in order to identify how investment was distributed according to cost type:

1. Staff Costs Staff Unit #
Units

Average 
USDs

Total Cost in 
USDs

Information 
Management Officer 
(National - Bogota) 

Health

1 Per Month 1.5 2468.35935 3702.539032

Information 
Management Officer 

(National Bogota) 
Sector Integ. 
Económica

1 Per Month 2.5 2468.35935 6170.898387

Graphic Designer & 
Marketing Expert  

(National - Bogota)

1 Per Month 1.5 2468.35935 3702.539032

Data Protection 
Specialist External 

Counsel

1 Per hour 14 129.0322581 1806.451613

EngageSpark 1 Associated/
contract

250 3.6 900

Mati 1 Associated/
contract

1 4038 4038

Kuery SAS | 
Associated | Dash-

board, form, integra-
tions, security server

1 Associated/
contract

1 22000 22000

Subtotal Staff Costs 42320.42
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2. Other direct costs Staff Unit #
Units

Average 
USDs

Total Cost 
in USDs

Software licenses 
for National staff 

(MS365, Adobe, ArcGIS)

2 Per Month/
Person

3 42 252

Server 1 Per Year 1 1000 1000

Supplemental Accident 
Insurance - National 

staff

2 Per Month 3 66 396

Bank Fees 1 Per Month 4 75 300

Voice recorder service 1 contract 1 600 600

Facebook Ads 1 Ads/
contract

1 10000 10000

Subtotal Other Direct 
Costs

12548

3. Indirect Costs

Indirect costs 9876.32

Subtotal Costos Indirectos 9876.32

4. Total Proyecto VenEsperanza iMMAP (4=1+2+3) 64744.74

Source: iMMAP, using administrative data

The table above indicates that most of the project’s expenses went on acquiring experts for 
carrying out analysis and utilizing their skills to create tools and methodologies for efficiently 
capturing information. The overview shows that after staff costs, other expenses comprised 
licences and Facebook ads, as well as administration which is included in the indirect cost section..

    Type of Expense    Cost in USDs Percentage

Services provided by 
contractors

42320.4280 65.4%

Other direct costs 12548 19.4%

Indirect costs 9876.32 15.3%

Source: iMMAP, using  administrative data 

The table above shows that out of the total cost, Human Resources and Contracting represented 
65.4%, direct costs 19.4% and finally indirect costs at 15.3%. As such, human resources and 
contracting represented the highest percentage of the project investment in Villa del Rosario, 
followed by licenses and publicity.
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Cost of Facebook ads
Finally, the cost of Facebook ads, excluding the cost of the personnel involved in processing 
the data and developing the questionnaire, was COP $6,373,908, and the average cost by daily 
registration was COP $1,607. These statistics may prove useful, in terms of the potential financial 
or time costs of in-person data collection, when obtaining registrations on behalf of government 
bodies.

Source: iMMAP, registration data on Facebook ads
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CONNECTIVITY AND DATA 
PROCESSING ANALYSIS

Given the profiling and issues which arose, various recommendations have been created which can 
be applied using innovative technologies such as: fixed WIFI zones, which could be one of the best 
ways to provide internet access to the migrants in the municipality of Villa del Rosario, Norte de 
Santander.

The national government or departments could renovate existing fixed WiFi zones in the area 
of Villa del Rosario which are situated in: Maria Inmaculada college and Complejo Deportivo de 
San Martín. Both infrastructures are found in the town centre and belong to the department’s 
government, however neither of them is currently in use.

This type of WIFI connectivity zone could be harnessed in order to help those potential 
beneficiaries who were unable to complete the questionnaire in the previous Facebook pilot, either 
due to a bad internet connection or due to a complete lack of internet. Before obtaining access to 
the free WIFI zone, a questionnaire should be completed through a captive portal or landing page, 
in this case, the questionnaire is that of the VenEsperanza program. If they do not complete the 
information required by this questionnaire, they will not be given open internet access.
Furthermore, the government could implement more of this type infrastructure in public places 
such as in parks and open spaces, in order to tackle the connection need of migrants, in this case 
in the municipality of Villa del Rosario.

To begin with, a connectivity study could be conducted in the zone where the necessary 
information needs to be collected, which in this case would be in the municipality of Villa del 
Rosario. Initially, zones which lack free internet access and experience a high flow of Venezuelan 
migrants could be approved.

Facebook should be further utilized in order to provide knowledge to the migrants in the 
municipality of Villa del Rosario, about the availability of free WiFi zones and where they can be 
found, this ad could be used by sectors as seen in the previous pilot.

It should be taken into account that in order to begin the installation mission, the consortium must 
have partnerships with private telecommunication businesses (Tigo, Claro, Movistar, Avantel, etc.), 
which provide coverage in the municipalities or the zones where the internet is required.

Given that the municipality of Villa del Rosario experiences a high level of insecurity, special 
consideration should be given when implementing these WiFi zones. Appropriate security 
measures should be taken to mitigate the possibility of connectivity equipment being stolen.

For more information please consult the technical annex: Connectivity Challenges: Influencia La 
Parada – Villa del Rosario – Norte de Santander for Venezuelan Migrants

https://docs.google.com/document/d/15MTH3BdUppWmbPCr--y0aEKASkttxD11/edit#heading=h.qsh70q
https://docs.google.com/document/d/15MTH3BdUppWmbPCr--y0aEKASkttxD11/edit#heading=h.qsh70q
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Personal data protection
Personal data protection is a fundamental right for all individuals included in the data collection 
process, such as that set out in this report. As such, there is a need to develop strategies for 
ensuring the protection of beneficiaries, but also to enhance the way in which contracts are drawn 
up between NGOs and donors. 

For the personal data protection analysis for this project, the following was taken into account: the 
type of personal data and its classification (public, private, semiprivate or sensitive) and the type of 
population that the project is going to target.

Thereafter, a lifecycle map is set out regarding personal data, data minimization, evaluation of 
technology and legal instruments, and the establishment of short-, mid- and long-term strategies 
to establish a personal data contract between consortiums and to create a longer-term governing 
strategy of personal data.

For more information please consult the technical annex: Lessons learned in personal data 
protection and recommendations for the future projects.

LESSONS AND 
RECOMMENDATIONS FROM THE 
PILOT

• The data collection methodology through Facebook advertising fosters acceptable results both 
with the implementation of long (30 minutes) and short questionnaires (4 questions), within 
timeframes of around 3 months or less.

• This methodology is well suited given the difficulties of movement, physical contact and 
protection of ground personnel, as it encourages the beneficiaries to carry out the surveys 
independently. 

• The non-duplicated registrations of Venezuelans are around 37%.
• With the deployment of artificial intelligence recognition, around 29% of the questionnaires 

reached the approval phase.
• The removal of an IP address restriction had a positive effect, fostering an increase of daily 

registrations from 25.1 to 43.2.
• Reducing the number of questions in the questionnaire (from 8 to 4 steps), and removing the 

geo-localization for Villa del Rosario, increased the number of daily registrations from 43.2 to 
107.7.

• The highest number of registrations in Villa de Rosario according to IPs were mainly located in 
the neighbourhoods of El Páramo, La Parada and 20 de Julio.

• The behaviour of registration compared to the IP addresses shows some periods where there 

https://docs.google.com/document/d/15MTH3BdUppWmbPCr--y0aEKASkttxD11/edit#heading=h.qzql8teb9b4
https://docs.google.com/document/d/15MTH3BdUppWmbPCr--y0aEKASkttxD11/edit#heading=h.qzql8teb9b4
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was a greater occurrence of the use of repeated IP addresses, especially at the beginning of 
the survey and in the second week of January 2021.

• The Facebook advertising program should be carried out from Monday to Friday, as throughout 
the weeks of the pilot there was a noticeable fall in registrations at weekends. 

• It is crucial to produce georeferenced data of the potential beneficiaries given that the 
information provided by the participants could be incorrect or misunderstood.

• There were issues with connectivity regarding public WiFi, and a tendency to register using 
private data.

• It is important to put together a work team beforehand and to have the capacity to respond to 
the sheer volume of requests and comments which are received in this type of project. The 
work team should have prior experience in drawing up rapid response documents, and include a 
community manager with knowledge of the ad, the aim of the pilot and who knows the language 
of the consortium’s response and the organization which publishes the ad on Facebook. 

• Before publishing campaigns on the platforms, a review of their advertising policies should 
be carried out in order to avoid a situation whereby the social media platforms shut down the 
campaigns. During the pilot, Facebook removed the campaign as the URL did not work for all 
audiences.

• If the platform deactivates the ads or the campaign, there is a greater risk that the platform 
will deactivate the organization’s whole account. This represents a significant risk to the 
organization and its official social media channel, as well as its standing in the digital 
community.

                                     

• The initial conditions required by iMMAP comprise the following elements: an open-source 
database administrator and servers with Linux OS. However, after discussion and support 
from the IT team, the policies of World Vision were changed in order to administer the data-
bases under systems, and preferably servers, licensed by Windows OS, at the behest of the 
LACRO IT office.

• Given that only 10% of those registered were eligible to become potential beneficiaries of 
the VenEsperanza project, focus should be placed on the Venezuelan population from the 
creation and start of the Facebook campaign. Also, the duplication processes and resources 
as well as database cleaning should be strengthened or automatized, in order to make the 
methodology more effective and adaptive, and to reach the eligible population.

• The fact that 38% of vulnerable households remained after the database clean-up, shows 
that this methodology is effective in reaching the potentially vulnerable population, which is 
not otherwise being identified through traditional channels.

• The average cost per registration of the Facebook ad is competitive at COP $1600, in com-
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parison to the cost of in-person registrations, and in time, in terms of the time which it takes 
obtaining information from government bodies.

Lessons and recommendations for connectivity
Recommendations for the donor:

• The creation of an application for migrants which would provide them with connectivity in 
those areas of high influence, facilitating access to websites of shared interest. This would 
enable migrants to consult different information such as: maps for transiting within the 
national territory, assistance points, hydration zones and government websites of significant 
importance to the vulnerable and migrant population (Civil Registry, Sisben, Migration Colombia 
etc.).

• The installation of Hotspots or WiFi zones using a drone to transmit a signal through mobile 
networks (4G-5G) or through radio links, in order to provide coverage in a specific zone. 
This system would be very useful in situations of environmental disasters or places with low 
connectivity, and advanced functions could also be added using cameras for surveying disaster 
zones.

Recommendations for the consortium:

• The inclusion of easy to deploy portable Hotspots or WiFi zones when providing coverage in 
environmental disasters or accidents is recommended to all consortiums for carrying out 
installation missions quickly and effectively. Any means of connectivity can be adapted as 
required, such as LTE networks, Fibre Optic, Last Mile, hybrid or satellite systems. The mobile 
system features a trailer which has a telecommunication cabinet, backed up by solar panels 
and a deployable mast which would provide free internet to the population.

Recommendations for the national government:

• The installation of indoor or outdoor fixed WiFi zones or Hotspots (masts, posts, shelters, 
assistance point offices etc.). This type of system is commonly used and recommended for 
national NGOs and the national government, since they are low cost and easy to install, only 
requiring access to an electricity grid or renewable electricity (solar panel).

• The construction of Hotspots or WiFi Zones with charging points, using a fixed structure 
(mast, post) which comprises electrical back-up and communication equipment to guarantee 
the availability of free internet access. The migrants would be able to situate themselves in 
range of the Hotspot, which should be clearly demarcated and easy to access, in order to be 
authorized to use the browser during the estimated time to fill out the proposed survey.

Lessons and recommendations for data processing
• Every time that a humanitarian assistance project begins, questions should be created 

for verifying whether or not there is a need to deploy a specific program or compliance for 
processing personal data.

• Before processing any data, impact assessments should be carried out on personal data 
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protection, in order to identify any risks to fundamental rights which may arise.
• Conduct foresighted analysis of personal data management, especially by the strategic team, in 

order to ensure an understanding of which other projects the data may be used for, which other 
key stakeholders the data will be shared with, and what other purposes the data might be used 
for (aligned with the initially requested aims).

• Be aware of transferring personal information to third countries as there are restrictions on 
international transfers made by the Colombian government. International transfers can be 
made if the country of import is on the list of safe countries as defined by the Superintendence 
of Industry and Commerce. Also, additional international transfer contracts will be required.

• Verify the application of extra-territorial personal data protection norms. It was not necessary 
to apply the General Data Protection Rules (GDPR) during this project, however, despite not 
being applicable, they should still be taken into account as they undergird good regulatory 
practices and serve as a base for projects carried out in Colombia.

• Lastly, the series of guides and manuals created by the international community should be 
taken into account, as they represent a useful source of information for this type of project, 
where there is extensive use of technology and personal data.
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ANNEXES
Action and Marketing Campaign on Facebook 
Prior Action 
1. A demographic study and analysis of social media and the digital community.
2. Developing a visual key and copy (text) in line with the graphic and messaging guidelines of the 

consortium. Particular awareness should be given to avoid building up false expectations for 
the potential participants. Presenting and designing different digital formats (static image, 
carousel image and GIF) in order to assess which format would perform best in the campaign.

3. Timely corrections and adjustments by the consortium of the proposed graphic
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4. Defining the target audience, geo-localization and the digital ad budget.
5. Drawing up possible questions and answers as a contingency measure for any possible 

concerns related to the ad and access to the questionnaire; questions sent through Facebook 
by direct message or by public comments.

6. Consolidation of the response protocol: https://docs.google.com/document/
d/1WJWpY9BCqerhT4xZVohH9BPn8R_PdQcE_AC9lY37uE0/edit?copiedFromTrash

7. Creation and administration of an ad campaign on Facebook. Development of the budget, 
audience, timeframe and streamlining of the identification campaign, with the specific aim 
of a call to action: click on the ad. By clicking on the ad, the user is taken to a pre-registration 
questionnaire developed by iMMAP.

During 
1. Monitoring the performance of the digital ad.
2. Creation of a performance monitoring Dashboard https://datastudio.google.com/u/0/reporting/

c6c18936-dbfd-43ae-a1bc-65374c0cbd0a/page/Gg3/edit 
3. Timely response to PQRs by direct messages according to response protocols. See the link to 

the document: https://wvi365-my.sharepoint.com/personal/barbara_melo_wvi_org/_layouts/15/
Doc.aspx?OR=teams&action=edit&sourcedoc={029ac931-7bc7-4466-826e-623e941e6b20

  

Link screenshot 1: Static image: https://fb.me/1IPV698ZFe3qvTQ
Link screenshot 2: Carousel imagine: https://fb.me/1I32kpTu1MMXtw0
Link screenshot 3: GIF: https://fb.me/3009YkMDAgTI3No

4. Weekly monitoring meetings with iMMAP: Weekly monitoring meetings were held in order 
to review the number of registrations and potential candidates for receiving humanitarian 
assistance. These meetings provided a space to evaluate the impact of the ad, funding, 
strategies for boosting registrations, access and security filters, results of duplications, 
database cleaning and beneficiaries reached.

https://docs.google.com/document/d/1WJWpY9BCqerhT4xZVohH9BPn8R_PdQcE_AC9lY37uE0/edit?copiedFromTrash
https://docs.google.com/document/d/1WJWpY9BCqerhT4xZVohH9BPn8R_PdQcE_AC9lY37uE0/edit?copiedFromTrash
https://datastudio.google.com/u/0/reporting/c6c18936-dbfd-43ae-a1bc-65374c0cbd0a/page/Gg3/edit
https://datastudio.google.com/u/0/reporting/c6c18936-dbfd-43ae-a1bc-65374c0cbd0a/page/Gg3/edit
https://wvi365-my.sharepoint.com/personal/barbara_melo_wvi_org/_layouts/15/Doc.aspx?OR=teams&action=
https://wvi365-my.sharepoint.com/personal/barbara_melo_wvi_org/_layouts/15/Doc.aspx?OR=teams&action=
https://fb.me/1IPV698ZFe3qvTQ 
https://fb.me/1I32kpTu1MMXtw0
https://fb.me/3009YkMDAgTI3No 
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Post-campaign Actions
Consolidation of a metric and overall performance panel of the digital ad. 

Analysis and results of the performance of the digital Facebook campaign:

505,043 people reached (the number of people who viewed the content at least once)
5,800 reactions (interaction with the ad’s content, ‘likes’ etc.)
1,094 comments on the ads.
2,551 people who shared the Facebook posts.
160,452 clicks on the ads.
4,479,162 impressions (the number of times the ad was shown to the audience)
3,58% CTR (percentage of times that people saw the ad and clicked on the link).
$6,371,862 ad investment

Methodology for developing the technical product

Whilst undertaking the pilot project, a methodology was adopted which entails partial, but frequent 
deliveries of the final product, prioritizing each deliverable by beneficiary or whichever urgency 
may exist in the project. The deliverables were carried out through short time iterations, which 
are generally aligned according to calendar weeks, in which timely feedback was sought on the 
progress and development of the project.

This methodology adopted is mainly underpinned by a working framework called Scrum, the 
main feature of which is to foster agile work, which helps to deliver value in the short-term. The 
framework is undergirded by three key pillars: transparency, inspection and adaption. This allows 
the organization, together with the its team, to take the product to production quickly and start to 
glean results. 

Given the complexity of the projects, which are always changing or ill-defined and depend on short-
term outcomes, innovation, flexibility and productivity are fundamental. This methodology enabled 
us to deal with situations where the product under development did not yield the expected results, 
without increasing the delivery times, whilst also reducing costs.

The development processes

The process started from a list of objectives/requirements prioritized by the consortium, which 
was subsequently enhanced into a project plan. For this list, the client (called Product Owner in 
Scrum framework) prioritized the objectives, balancing the value which was given to the pilot and 
dividing up the iterations and deliverables, which generally lasted a week.

A team meeting was held on a weekly basis, with the participation of iMMAP and the consortium, in 
which the following points were discussed:

1. Project progress in terms of outcomes. 
2. Reviewing and presenting the erstwhile iteration.
3. Setting the requirements and planning the upcoming iteration.

https://www.wearemarketing.com/es/blog/metodologia-scrum-que-es-y-como-funciona.html
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Over the course of each iteration, the development team held a daily scrum meeting which lasted 15 
minutes, where the work being carried out by others was inspected (intertwined tasks, progress on 
the objective of the iteration, obstacles which could hinder reaching the objective). This aim of this 
was to make any alterations needed to meet the predetermined objective to be shown at the end of 
the iteration. In the meeting each team member responded to three questions:

• What have I done since the last scrum meeting to help the team reach its objective? 
• What am I going to do from this point onwards to help the team reach its objective?
• What issues do I face or am I likely to face which will hinder the team in reaching the objective?

During the iteration, the coordinator (called Scrum Master) took on the responsibility of ensuring 
the team kept their focus and reached their objectives.

• Eliminate obstacles which the team cannot remedy on their own.
• Protect the team against outside interruptions which could affect the objective of the iteration 

or its productivity. 

During the iteration, the consortium, together with the team, refines the requirement list (to 
prepare for the next iterations) and where necessary, changes or reshapes the project’s objectives 
in order to maximize the quality of the results.
The use of this methodology ensured the delivery of continuous value by the consortium in order to 
produce results in the shortest possible time. Also, the methodology helped to foster agility in the 
processes, to implement innovative ideas and to keep the team motivated through feedback and 
adapting product development to meet the established objectives.

The use of Information and Communications Technology (ICT) for the migrant population

The use of new technologies to foster benefits and reach out to the migrant and refugee population 
was adapted in order to collect information in less time and in places which are difficult to access 
or when on the move.

The benefits derived by the migrant population from the use of new technologies include: 1) 
Establishing an agile and easy to use technological mechanism for identifying the migrant and 
returnee population needing assistance, and reaching out to them even when access is difficult; 2) 
Reinforcing access to services for migrant and refugee groups, or local communities; 3) Enabling 
marginalized groups to exchange information and collaborate; and 4) Building bridges to foster 
social inclusion.

Nevertheless, it is important to analyse the consequences of digital gaps, what happens to elderly 
migrants or even those who are younger? The use of digital technology and digital networks may 
exclude important social and economic groups who cannot access or use ICT; amongst those 
excluded tend to be people older than 65 years old, people economically inactive; and people 
with lower levels of education. According to the ‘digital gender gap’ concept, women are more 
disadvantaged than men in terms of internet access, as men tend to have higher access levels than 
women (Renzi, 2018).
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Various studies have concluded that migrants from developing countries access and use ICT 
less than the local populations, due to a low use or lack of education around topics regarding 
technology, a concept known as ‘digital immigrants’ has been formulated (Renzi, 2018).

Evidence has shown that those refugees connected to family or friends through social media 
have improved both their mental and physical wellbeing (Kovacev y Shute, 2004). However, those 
refugees who endure family separation may face mental health problems which instil anxiety, 
sadness, loneliness and depression (Almohamed and Vyas, 2016a; Beiser et al., 2015; Fozdar and 
Hartley, 2012).

Participation in the labour market represents a determinant and key indicator of the success of 
integration. Having access to paid employment, equal opportunities and high-quality employment 
in the labour market, helps to improve the social inclusion of an individual. In the context of 
refugees, the ability to work represents a way of becoming economically independent and 
enhancing language skills, improving self-esteem and wellbeing, and fostering self-sufficiency 
(AbuJarour, Krasnova and Hoffmeier, 2018).

Access to digital spaces has always been restricted by mobility and access to certain physical 
spaces. As longs as connectivity depends on the quality and reliability of signal strength, access 
to charging points, network administrators and mobile agents, it is unlikely to offer equal benefits 
to all users. Some refugees further experience restricted digital movement due to lower rates of 
digital literacy (especially amongst women, girls and the elderly), as well as a lack of online content 
in their native languages, restricting information and communication options. Refugees often state 
that they need to prioritize internet access over other needs such as food and water (Maza, 2018).

In the digital humanitarian world handsets and digital solutions perform an enhancing role, by 
providing better access to information services and giving options to people who could be, or 
already are affected, by a crisis. They play a pivotal role when handling meetings, alerts and online 
updates, and therefore could put an end to practices which require considerable time in camps and 
other places where the migrant population is based, including, notifications about outbreaks of 
disease and medical assistance requests (UNHCR, 2016).

The user’s own experience when accessing WIFI networks in refugee camps leads to restrictions 
on digital movement. In some of the locations where NetHope operates in Europe, the users are 
first greeted by a landing page with information selected for refugees. This landing page does 
not include information about how refugee data is processed, or with whom it is shared with, 
which may affect the behaviour of the user and their online movements. The network engineers 
sometimes block access to certain websites in refugee or displacement camps, in response to 
requests from local governments (Nianias, 2018).  In terms of Facebook’s Free Basics program, 
which guarantees ‘free’ internet for the developing world, in practice some of the services only 
offer filtered content and do not provide transparency to the users regarding data processing and 
protection (Madianou, 2019).
 
People must be able to adopt technology on their own terms, using their own imaginations 
and social constructs. More research is needed regarding knowledge flows during forced 
displacements, to design accessible and meaningful connectivity. In order to design these 
interventions, first a plan is needed on how forcibly displaced persons obtain information, and 
whereabouts internet connectivity fits in that ecosystem.
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Connectivity interventions cannot work without creating spaces so that marginalized refugees 
participate in the decision-making processes for connectivity services. It is important for 
the connectivity interventions to be shaped and informed by the needs, values, experiences, 
perspectives and opinions of refugees.
 
Spatial imagination of the refugees and information landscapes require ethnographic research 
which is centred upon the experiences of marginalized refugees in various communities. Perhaps 
the most critical information needed is not only about how women, disabled persons, the elderly 
and other people with limited mobility find ways to connect, but how to access different types 
of information in the absence of internet access. Involving refugees, especially marginalized 
refugees, in the design and decision-making processes in the connectivity interventions, is key to 
preventing harm and worsening inequality (Kaurin, 2020)

Between August 5 and September 15, 2019, the Coordination Platform for Venezuelan Refugees 
and Migrants (R4V – Response for Venezuela) evaluated the information and communication needs 
of the Venezuelan refugee and migrant population by surveying 3,085 individuals in 15 countries in 
the region. The results indicated that 70% of the individuals access information and communicate 
through mobile phones, 76% have got a smartphone and mainly use messaging and social media 
applications such as WhatsApp and Facebook. Only 29% of the population in transit have WiFi 
access, whilst 79% of those who reside in a place of destination have got internet access (R4V, 
2019).

Analysis of Connectivity in Colombia

For the fourth quarter of 2019, there were 65.1 million mobile phone users in Colombia, which 
represents a service penetration of 131.6%. However, of those, 34.3 million users, representing 
52.6% of the total, do not connect to mobile internet. In terms of those which do connect, a 
key figure of 8.2 million uses a maximum of 3G, with 1.3 million using a maximum connection 
technology of 2G. This means around 9.5 million of the total users connecting to mobile internet, 
representing 31%, connect to technology which does not support access to broadband (DECA 
document, 2020).

This behaviour becomes more relevant when considering the sectoral goal of attaining 27 million 
4G subscriptions by 2022, framed as part of the National Development Plan 2018-2022. As well as 
the need to encourage the adoption of subscribed 4G connections in the next two years, around 
the figure of 5.7 million.

Three types of mobile technology coexist in the country: 2G, 3G and 4G, and according to official 
data reported by operators, all municipal seats in the country possess the infrastructure for the 
three kinds of technology. Upon analysing quarterly information from 2013 until 2018, it is apparent 
that the infrastructure rollout for 2G and 3G technologies has reached a state of maturity. In 
recent years there has been no significant variation which would indicate a rise or fall in operator 
coverage.

However, the rollout of 4G shows different growth rates between the operators. Nevertheless, due 
to such varied factors, such as the time which these technologies last in the market, geographical 
conditions, population density, potential user market size, the frequencies used or the rollout 
strategies of the operators, there is a considerable difference in terms of coverage of the 
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aforementioned technologies in the country’s municipalities. In particular, the rollout and adoption 
of 4G is concentrated in predominantly urban zones of those municipalities with more than 100,000 
inhabitants (DECA document, 2020).

In the 1,053 municipality seats with less than 100,000 inhabitants, representing 93% of the 
country’s municipalities and encompassing 38.11% of the population, the 4G infrastructure rollout 
is significantly lower than that in municipalities of more than 100,000 inhabitants.

However, it is essential to highlight the need to build 4G technology with the capability and 
coverage of 2G/3G throughout the whole country.

Actors Identified

Through analysis the following actors were identified:

• Humanitarian organizations (for example, UNHCR, NRC, WFP, IOM)
• Mobile internet operators (for example, Claro, Tigo, Telefonica, Wom, Avantel)
• Other private sector businesses (for example, Cisco, Ericsson, Inveno, Facebook, Google, 

Microsoft) 
• Local non-profit organizations 
• Shared internet networks
• Funders (for example, USAID), host governments (for example, the Government of Colombia, 

Department of Norte de Santander and City Hall of Villa del Rosario)

The characteristics of the internet infrastructure are related to factors such as: population density, 
education levels, digital literacy, terrain, hardware costs, income potential and availability of 
government subsidies, whilst being linked to the risks of nearby conflicts and the transience of the 
many displaced communities. Other factors include copper cables, fibre optic cables, microwaves, 
telephone masts and satellite connections.
 
It is most likely that migrants gain direct access to the internet in one of two ways: mobile network 
operators using 3G or 4G networks or Wi-Fi access points, often based in places such as hospitals, 
schools or community centres. In big places, such as refugee camps or settlements, the type or 
quality of connectivity may vary considerably and is seldom evenly distributed (Marchant, 2019).

General Lessons regarding Connectivity

The key to planning for contingencies is to assess how normal procedural rules can be adapted 
to tackle specific foreseeable risks and bottlenecks in the emergency response. Some of the 
alternatives may be:

-Assigning bands: Increasing access to bands not used by mobile operators, even in blank 
television spaces.

-Essential services from scratch: Demanding that telecommunication operators offer free access 
to trustable information regarding topics such as the pandemic, shared through a list of designated 
official channels, both online and by telephone.
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-The suspension of arrears charges, the expansion of Wi-Fi access points and the temporary 
suspension of service disconnections due to lack of payment.

-Requesting from MinTIC that internet platforms offer standard services, instead of higher 
offerings with higher data use which could overwhelm already stretched networks.

- Delaying payment dates for the contributions to the universal service fund in order to facilitate 
more financial flexibility. Other countries have relaxed regulations which obligate operators to 
maintain physical points of service for assisting customers.

-Standard satellite solution: Consisting of the use of a satellite system through a public-private 
partnership. A private or public body supplies the network access for this connectivity; essentially, 
that internet connectivity is distributed to different places. The equipment includes VSAT systems 
and WiFi equipment which contains links, access points and access controllers at a distance of 10, 
20 or even 30 kilometres, and provides connectivity to the whole designated operative area.

-To develop national emergency telecommunication plans: using strategies which enable and 
ensure the availability of communications during the mitigation, preparation, response and 
recovery phases of disasters, through the promotion of coordination and a commitment from all 
government levels, humanitarian agencies, service providers and at-risk communities.

-To carry out emergency simulation exercises for implementing telecommunications: this includes 
desktop, conversation and walkthrough exercises, through to large-scale simulations. 
This would help to ensure an emergency response without problems amongst those involved in 
managing disasters and communications.

-The application of Big Box models: a lightweight device the size of a briefcase which transforms 
any internet connectivity type into Wi-Fi. It is easy to manage and scale up, eliminating the need for 
expensive technical knowledge for installation, set-up and upkeep. It can serve a small mobile field 
team, using satellite backhaul technology or as a centre of a refugee camp with more than 10,000 
individuals.
 
Connectivity Challenges: Influencia La Parada – Villa del Rosario – Norte de Santander 
for Venezuelan Migrants

The lessons learned from the Facebook ad pilot identified the need for the application of more 
connectivity technologies to collect more data. For this, various ideas and recommendations have 
been investigated which are set out below:

Connectivity recommendations for the donor
Application (App) for migrants 

Consists of the creation of an application which seeks to provide connectivity to those migrants 
in areas of high influence. The app would be akin to an internet browser and provide access to web 
pages of shared interest. This would enable migrants to consult different information such as: 
maps for the national territory, assistance points, hydration zones and useful government websites 
for the vulnerable and migrant population (Civil Registry, Sisben, Migration Colombia etc.).
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Requires a contract or partnership with mobile network companies which have coverage in zones 
of influence (Claro, Movistar, Tigo, Avantel etc.).

A Facebook ad campaign like the pilot carried out in Villa del Rosario could be applied in zones 
where publication is required, and at assistance points for these populations using a billboard, 
indicating its use and download through a QR code or link.

Hotspot or WiFi zone

Install Wi-Fi access point (2.4Gz-5Gz) in a drone which transmits a signal through mobile phone 
networks (4G-5G) or through radio links in order to provide coverage in a particular zone. This 
equipment should be self-reliant through the use of a solar panel, and could be controlled remotely.

This system would be very useful in situations of environmental disasters or in places with low 
connectivity. Advanced features could be added such as cameras for surveying the areas or zones 
where organizations are operating.

Connectivity recommendations for the consortium
Mobile hotspot or WiFi zone

These WiFi zones have a key advantage as they are portable and easy to deploy, providing 
dedicated coverage during environmental accidents or catastrophes. This is highly recommended 
to all consortiums, as a way of conducting installation missions quickly and effectively. Any means 
of connectivity can be adapted as required, such as LTE networks, Fiber Optic, Last Mile, hybrid 
or satellite systems. The mobile system features a trailer which has a telecommunication cabinet, 
backed up by solar panels and a deployable mast which would provide free internet to the affected 
population.

Connectivity recommendations for the government
Fixed hotspots or WiFi zones

The installation of indoor or outdoor fixed WiFi zones or Hotspots (masts, posts, shelters, 
assistance point offices etc.). 

This type of system is commonly used and recommended for national NGOs and the national 
government, since they are low cost and easy to install. They only require access to an electricity 
grid or a form of renewable electricity (solar panel), as well as access to an internet service provider 
through any of the following: LTE connection, Fibre Optic, Last Mile or Hybrid and Satellite systems.

The free internet service delivered through existing WiFi zones in public places should be 
renovated nationally, which MinTIC has supplied.

Hotspot or WiFi Zone with Charging Points 

The implementation of Hotspots or WiFi Zones with charging points, using a fixed structure 
(mast, post) which comprises electrical back-up and communication equipment to guarantee the 
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availability of free internet access. The migrants would be able to situate themselves in range of 
the Hotspot, which should be clearly demarcated and easy to access in order to be authorized to 
use the browser during the estimated time to fill out the proposed survey.

The implementation of this system requires the use of a fixed structure (mast or post), which 
comprises electrical back-up and communication equipment to ensure the availability of free 
internet access. The aim of the system is to provide free internet connectivity for vulnerable 
populations in zones where it is needed. The system has built in charging points for mobile devices.

• The migrants will be able to situate themselves within range of the Hotspot, which should be 
clearly demarcated and easy to access.

• Fill out the proposed survey in order to gain authorization to use the browser during the allotted 
time. 

• Requires an internet service provider which has coverage in the affected zone.

Zones of application
For the application or implementation of these connectivity recommendations, a brief analysis 
was conducted in the municipality of Villa del Rosario, in different types of places suitable for the 
application of these services for the migrant and vulnerable population, such as:

• Shelters
• Assistance points
• Hydration points
• High poverty index zones
• Mobile assistance points

Lessons Learned regarding Personal Data Protection and Recommendations for Future 
Projects

Methodology used for the project

The protection of personal data is a fundamental right which is enshrined in most legislation 
at a global level, as well as being implemented through specific legislation at a state level (in 
the Colombian case, Statutory Law 1581, 2012). It is a right of such importance that there are 
independent authorities, ascribed to states, with the sole objective of ensuring its protection, 
given that violations of such a right could lead to the disregard or the compromising of other 
fundamental rights, such as: human dignity, free expression, good name, intimidation, or even right 
to life.

As such, set out below is an overview of aspects relevant to the project, in terms of personal 
data protection, which are needed to ensure full compliance with the law, taking into account the 
methodology step by step, orientated towards potential risks.
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Identification of the impacted population and types of personal data

One of the first aspects considered was that of the personal data which would be processed 
within the framework of the project. It is not necessary to consider data protection law when 
non-personal data is going to be processed, or personal data which does not fall within a special 
category but which contains basic personal data regarding contact and identification information. 
In that situation, data processing will fall under the privacy policy, which contains legislation 
relevant to the project. Nevertheless, during the first phase of the project there was some criteria 
which had to considered, which included:

1. Types of personal data and its classification (public, private, semi-private and sensitive).
• Sensitive personal data.
• Personal data of children.

2. The type of population the project is aimed at (i.e. populations in extreme poverty, displaced, 
etc.)

• Vulnerable population

Once the use of this data is verified for the project, the appropriate instruments were designed in 
order to comply with the law.

Classification of personal data

Within this project there are two key conditions which underpin the importance of personal data 
protection. Firstly, the project entailed the handling of sensitive personal data (health data and 
data on the vulnerable population), as well as the personal data of children. When a project entails 
the use of one or more of these types of data, an independent protection route should be taken. 
This is because, according to the law, data used inappropriately, or without the correct protection 
measures could gravely violate the rights of data subjects.

Secondly, as part of the next stage the type of personal data was identified. According to 
Colombian legislation, it is fitting to be familiar with the type of personal data being processed, 
since the law sets out different criteria, depending upon the type of personal data.
 
For example:

Type of Project Data

Public Forenames and surnames, sex, ID and nationality 

Semi-private Date of birth, contact data, data related to household members, email address, telephone 
number, neighbourhood, home address, municipality, department. 

Private Basics needs, lodgings and housing, socio-economic aspects, income.

Sensitive Information about pregnancy, breastfeeding, disability, chronic illnesses, foodstuffs.

Children Data on family members

Once these classifications were obtained, we proceeded to identify legal requirements which are 
needed by the project in order to comply with the law. For example, as part of the project semi-
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private data was collected, which according to the law requires consent from those who are going 
to supply the data (the data subject). Also, when sensitive personal data is solicited, the law states 
that the types of sensitive personal data is divulged to the data subject and that authorization is 
explicit. As such, these aspects had to be considered at the time of requesting authorization for 
processing data from the target population.

Data minimization

The information was analysed from the standpoint of need and minimization. As such, the minimum 
amount of information should be requested, and only that information which is actually required by 
the project. Any personal information which is not going to be used for the project, should not be 
obtained. All data must have some kind of justification for its request.

Personal data lifecycle map

Upon identifying the population and type of data, a map was created which sets out how the 
personal information was going to be processed, the phases it would go through, the types 
of operations and processing activities involved, whilst factoring in process, resources and 
individuals. iMMAP developed a matrix which provided an overview of the cycles of the personal 
data collected through the project, as well as the risks which the project may face, according to the 
information collected and the operations of each cycle.

An example:

Types of processing, operations and activities
Once those personal data processes were identified, the following questions were devised 
in order to obtain more detailed information about the project, as well as an input for 
creating an Information Processing Policy, and for authorizing personal data processing.

TYPES OF PROCESSING NECESSARY QUESTIONS FOR EACH PROCESS

Collection What is the data going to be used for?

The format that the data will be collected in?

Who is providing the information?

Will personal information be received from third parties?

Is the information supplied directly by the data subject, or might it also 
be supplied by a third party?
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Uses/Ends What will the information supplied be used for?

What will the information supplied be used for?

Verify lawful activities for those which are going to use the information.

Storing 

Transfer

Verify the ends of the data, based on project’s purpose.

Which provider?

Which country provides the storage and where is the information 
stored?

Verify a list of safe countries from the Superintendency of Industry and 
Commerce.

What external bodies will the information be transferred to?

What type of storage will the project use?

Within the framework of the project’s development, who will access the 
information?

Will the information be transferred to third countries? Which?

What security measures are being considered around information 
transfer?

Which roles within the program will have access to the information, or 
will have access to the information system?

Within the framework of the project’s development, who will access the 
information?

End Use Of The 
Information

How long will the data be stored for?

How long will the data be stored for?

What will be the availability of the information once the project comes 
to an end?

Which technology will be used to destroy the information? I.e. digital 
shredding

Does the information have to be kept? For what purpose or end?

Technology

In a cross-cutting way, consideration was given to the types of operations undertaken with the 
personal data, the individuals impacted, and the technology which would be used in the project. For 
a one-off project, a basic review of the applications which were going to be used was undertaken, 
reviewing its terms and conditions, privacy policy, as well as the project’s use of the technology, 
verifying that the information would be stored on those platforms (except the server) temporarily, 
without processing any additional information.
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Legal instruments

Based on the analysis, the following legal instruments were deemed relevant to the project, in order 
to comply with all legislation related to personal data protection:

1. Diagnostic matrix and personal data cycle: This matrix serves to consolidate the information 
needed from the different elements, in terms of personal data protection and what was 
described in the methodology.

2. Data Processing Policy: Ensures compliance of personal data protection regulations, 
especially, the duty to inform the data subject about any and all uses of their personal 
information.

3. Authorization for processing data: Ensures that the personal data can be used as determined in 
the requirements set out by the project.

Verification by members of the consortium

The legal instruments developed through the project were shared with World Vision, which 
provided comments and queries. Also, a meeting was held with partners of World Vision, wherein 
each one of the legal instruments was set out.

Recommendations for managing personal data and for future projects

The appropriate handling of personal data by adopting a clear legal strategy would enable 
organizations to be more efficient in future projects, being able to continue handling personal 
information collected within the project framework. Below, a series of recommendations are given 
which are orientated towards future projects, based on the experience of the current project. 
There are also recommendations for transferring information between interested stakeholders.

Long-term strategy: managing personal data between consortiums

According to the information supplied during the project, some of the problems with the personal 
information which was collected entailed difficulties transferring it, harnessing it for new projects, 
fostering corrective action, excessive effort to obtain personal information, legal uncertainty 
regarding information transfer and whether it is actually permitted. As such, the consortiums 
should adhere to a Personal Data Governance. This framework allows all the actors, their interests, 
regardless of whether they coincide, to be identified, as well as being able to identify operations 
and activities for those interested in using personal data, not only with the current projects, but 
also in future products, which requires a foresightedness.

As such, legal instruments should be established for identifying actors, roles, processes (projects), 
shared common technology (where applicable), direction, and specifying a technical secretariat, 
which together would form a set of guidelines. These guidelines would aid the continued use of 
personal data between all the consortiums within the projects, factoring in all interested and 
involved actors. They would ultimately enhance efficiency when beginning a new project and 
requesting authorization for processing the data of a potential beneficiary, ensuring that at the 
time the information can be used by all.

Whilst the above is the most effective approach, its fulfilment takes around 8 to 12 months given 
that the entire strategy must be structured, including; diagnostic, mapping, identification of 
operations, processing activities, individuals involved, previous, current and future products. 
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However, once this information is obtained, common instruments will be readily available, as well as 
the ability to work with personal information with a heavily reduced legal risk in terms of personal 
data protection.

In simple terms, for a better overall understanding, it is like having a data protection program for 
each and every consortium involved, which all act harmoniously on certain interests. This does not 
preclude the need of specific policies for projects, but the impact on personal data transfer will be 
positive, and foster important changes in how information is handled.

Short- and mid-term strategy: Personal Data Transfer Agreement

The personal data collected within the framework of the current project may be transferred 
between consortiums, whenever they perform duties as information managers, and carry out an 
activity according to the ends for which the information was collected. A Personal Data Transfer 
Agreement is intended for formalizing the transfer of personal data, and must clearly set out which 
actors are responsible, and which the actors behave as managers. In this case, it is important to 
establish a RACI (Responsibility Assignment Matrix) before drawing up the agreement, which would 
of course encompass all the actors which will participate in the handling of personal data.

That instrument must contain at least the following information:

1. Extent of the processing
2. Activities of those in charge
3. Obligations of those responsible and in charge
4. Obligations of those in charge to the data subjects
5. Security measures of the databases

The data transfer agreement will be conditioned according to the ends authorized by the data 
subjects. In this case, those consortiums which are interested in communicating the information 
must be identified.

General recommendations

1. When beginning a humanitarian assistance project, questions should be created to ascertain 
whether or not there is a need to launch a program, or to fulfil any requirements regarding 
personal data protection. As mentioned above, it is not always necessary to develop these legal 
instruments, as sometimes those already established by members of the consortium will be 
sufficient. In this case, the steps should be followed as described in the initial part.

2. Conduct impact assessments regarding personal data protection. Before processing data, an 
impact assessment should be conducted to identify any risks to fundamental rights which may 
occur during the processing. The project’s aims should not only be given consideration, which 
will clearly have a positive aim, but also the technologies which may be used and which could 
engender negative effects for those who benefit from the project. These impact assessments 
do not necessarily have to be carried out in every case, they should only be conducted in those 
cases where the scale of processing is considerably high, which could be down to the number of 
individuals being impacted, or the data which is going to be processed which falls within special 
categories.

3. To carry out forward-looking analysis regarding personal data management, especially by the 
strategic team. This entails awareness of which other projects the data could be used on, which 
other key actors the data could be shared with, so that the data will be used for other purposes 
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(aligned with the initially requested purposes). These questions should be conducted before 
beginning the project, in order to incorporate a legal instrument between parties, such as a 
Personal Data Transfer Agreement, so that the data can be used by various actors for shared 
ends. However, in order to be able to achieve this aim, prior clarity is needed on the roles, 
responsibilities and conditions of the use of the data according to the actor.

4. Be aware when transferring personal information to third countries that there are international 
transfer restrictions put in place by the Colombian government. International transfers can be 
made if the country of import is on the list of safe countries as defined by the Superintendence 
of Industry and Commerce. Also, additional international transfer agreements will be required 
by the project, so that the information can be exported to third countries without any legal 
uncertainty.

5. Verify the application of extra-territorial personal data protection norms (for example, Europe 
or Brazil). This will depend on each specific case. It was not necessary to apply the General Data 
Protection Rules (GDPR) during this project, however, despite not being applicable, they should 
still be given consideration as they undergird good regulatory practices and serve as a base for 
projects carried out in Colombia.

6. Lastly, a series of guides and manuals created by the international community should be 
utilized, as they represent a useful source of information for this type of project, which involves 
extensive use of technology and personal data.

Firstly, the manual created by the Brussels Privacy Hub, the Free University of Brussels and the 
Office of Data Protection of the International Committee of the Red Cross, called Handbook on Data 
Protection in Humanitarian Action, (https://www.icrc.org/en/data-protection-humanitarian-action-
handbook). This document sets out all the aspects which must be considered in terms of personal 
data protection within the standard European framework, for the humanitarian sector, and serves 
as a guide for processing data effectively in Colombia. 

Secondly, the document: Using Social Media in Community-Based Protection https://www.unhcr.
org/innovation/wp-content/uploads/2021/01/Using-Social-Media-in-CBP.pdf), developed by the 
UN Refugee Agency. This document sets out best practices when using social media, instant 
messaging and other forms of application, as a strategy to reach a community, respecting human 
rights and the right to personal data protection.

(https://www.icrc.org/en/data-protection-humanitarian-action-handbook
(https://www.icrc.org/en/data-protection-humanitarian-action-handbook
https://www.unhcr.org/innovation/wp-content/uploads/2021/01/Using-Social-Media-in-CBP.pdf)
https://www.unhcr.org/innovation/wp-content/uploads/2021/01/Using-Social-Media-in-CBP.pdf)
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